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1. COMMON CYBER CRIMES IN MIZORAM:  

 

1.1 Social Media related crimes 

 

1.1.1 Cyber Defamation:  

Cyber defamation is publishing of any imputation/defamatory material (image, 

video, text) against any other person via digital media, usually through the Internet by 

means of computers or mobile phones, intending to harm, or knowing or having reason 

to believe that such imputation will harm the reputation of such person, except in the 

cases mentioned in Sec 499 of IPC 1860. The harm caused to a person by publishing a 

defamatory statement about him on social media is widespread and irreparable as the 

information is available to the entire world. Explanations of Defamation as provided in 

Sec 499 of IPC 1860 would amount to cyber defamation if done through various social 

media platforms using the Internet. 

 

1.1.2  Cyber-Bullying 

Cyber-bullying or cyber-harassment is a form of bullying or harassment using 

electronic means. Cyber-bullying and cyber-harassment are also known as online 

bullying. It has become increasingly common, especially among teenagers, as the digital 

sphere has expanded and technology has advanced.  

Cyber-bullying is when someone bullies or harasses any other person on the 

internet and in other digital spaces, particularly on social media sites. Harmful bullying 

behavior can include posting rumors, threats, sexual remarks, a victims' personal 

information, or pejorative labels (i.e. hate speech). 

Bullying or harassment can be identified by repeated behavior and an intent to 

harm. Victims of cyber-bullying may experience lower self-esteem, increased suicidal 

ideation, and a variety of negative emotional responses including being scared, 

frustrated, angry, or depressed. 

Cyber-bullying may also amount to criminal intimidation (as defined in Sec 503 

of IPC 1860) if done on the Internet through various social media platforms. 

  

1.1.3 Online Impersonation/Identity Theft 

Online Impersonation or Identity Theft is when a person pretends to be 

someone else online, by fraudulently or dishonestly making use of the electronic 

signature, password or any other unique identification feature of any other person, or 

creating fake accounts on social media (Facebook, Instagram, etc), without that person’s 

permission or consent using the other person’s name and/or picture, often with an 
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intent to cause harm or distress or for cheating.  Such account is used to publish material 

(image, video, text) publicly to a group or privately to another person with an intent to 

cheat, or harm the image and reputation of any other person or persons or engage in any 

fraudulent and illegal activities.   

Sec 66-C and Sec 66-D provide the punishment for identity theft and cheating by 

impersonation by using computer resource respectively. 

 

1.1.4 Spread of misinformation on the Internet 

Publishing or forwarding of information (images, videos or text) which has not 

been verified to be true, is very commonly and easily spread through social media such 

as Facebook, Instagram, Whatsapp etc. Although the intent of the person may not 

necessarily be malicious, such spreading of misinformation without first verifying the 

veracity of the information, can cause fear or alarm to the public, and can have a 

negative impact on the normal functioning of society and is a punishable offence under 

the IPC 1860. 

 

1.1.5 Spread of confidential information 

Publishing or forwarding of information (images, videos or text), which is 

classified and should not be made available to the public, contributes to the spread of 

confidential information. Anyone with access to or handling confidential documents, 

whether private or government, has the responsibility to maintain the confidentiality of 

such information. This includes employees in government offices and private companies 

as well. 

 

1.1.6 Impersonation with defamation  

Creation of fake social media accounts using the name, photos or any other 

unique identification of another person is considered impersonation with defamation if 

the intent of that impersonator is to harm the image and reputation of the person whom 

he impersonates. The operator of the fake account might use the account to post explicit 

images/videos, make inflammatory statements, initiate conversations with other social 

media users, etc with the intent to cause harm to the other person’s reputation. 

 

1.1.7 Copyright infringement 

If any person makes a copy of any original content (Image, Video, Text) created 

by another person and publishes the content without the knowledge and consent of the 

original creator, this constitutes a copyright infringement and is illegal and the original 

creator can take legal action against the person. 
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The content of the copyright infringement can take many forms, eg: pictures, 

videos, artwork, music, literature, etc. and can be published online though different 

media, eg: Facebook, Instagram, Youtube, Whatsapp, Soundcloud, etc. 

  

1.2 Crimes related to Bank account transactions 

 

1.2.1 Online shopping fraud 

Online shopping frauds are implemented using different tactics and media, but 

the main aim is to trick victims into sending money to a bank account operated by 

criminals in exchange for goods or items.  

The goods/items sold by the criminal are displayed on social media or other 

portals freely available and accessible to the public, usually at a much lower price than 

the original cost of the goods/items. Due to this, the victims, in their eagerness to make 

the purchase at a bargain price, are easily lured into sending a small percentage of the 

cost of the goods, for supposed transportation cost, which is never actually dispatched 

by the criminal. In instances where the victim is gullible enough, the criminal may even 

succeed in obtaining the full amount of the goods from the victim. 

 

1.2.2 Money mules 

If a person provides his bank account details for use by another person, the 

account may be used for malicious purposes such as online shopping frauds or even 

money laundering, which is a criminal offence. The owner of the bank account in 

question becomes a money mule for the purpose of money laundering, and can be tried 

by law, regardless of whether he/she is aware of the purpose of bank transactions made 

by the other person. Banking accounts are private and should never be shared with 

other persons. 

 

1.2.3 Normal transactions Vs UPI transaction 

Normal bank transactions where the sender uses the beneficiary’s bank account 

details to transfer funds are easily traced with the help of the concerned banking 

officers. 

However, UPI transactions are much more difficult since the beneficiary’s bank 

does not have any details regarding the account number where the funds were 

transferred. In such cases, it is required to contact the NPCI (National Payments 

Corporation of India) to provide the beneficiary bank account details based on the RRN 

number (Retrieval Reference Number) which is a 12 digit number generated to record 

the transaction and to identify a transaction uniquely. 
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1.3 Other offences which are commonly committed on the Internet (through social media) 

 Sec 153A IPC 1860 (promoting enmity between different groups on ground of 

religion, race etc),  

 Sec 153B IPC 1860  (Imputations, assertions prejudicial to national integration) 

 Sec 295A IPC 1860 (Deliberate and malicious acts intended to outrage religious 

feelings of any class by insulting its religion or religious beliefs),  

 Sec 505 IPC 1860 (Statements conducing public mischief),  

 66-E IT Act, 2000 (Violation of privacy), 

 67 IT Act, 2000 (Publishing or transmitting obscene material in electronic form), 

 67-A IT Act, 2000 (Publishing or transmitting of material containing sexually 

explicit act, etc in electronic form), 

 67-B IT Act, 2000 (Publishing or transmitting of material depicting children in 

sexually explicit act, etc in electronic form). 

   

2. COLLECTION OF DIGITAL EVIDENCE:  

 

During the course of investigation of Cyber crimes, digital evidence from various 

portals and applications may need to be collected which may be in the form of images, text 

and/or videos, etc. The following section outlines the methods for collection of such 

evidence from the mentioned medium:  

 

2.1 Facebook/Instagram:  

2.1.1 Victim’s name, phone number and address 

2.1.2 Victim’s Facebook/Instagram ID and account profile screenshot 

2.1.3 Email/Phone number used by victim to open Facebook/Instagram account 

2.1.4 Screenshot of the post(s)/image(s) created by accused to which the victim took 

offense 

2.1.5 Screenshot of any messenger (Facebook, Whatsapp, Instagram, etc) 

conversations with accused related to the crime 

2.1.6 Accused mobile phone/computer used to operate the account, if and when 

available 

2.1.7 Accused Facebook/Instagram ID and account profile screenshot (ref to Annexure 

IA,  I B and I C ) 

2.1.8 Accused Facebook/Instagram “About Info” screenshot if available 

2.1.9 Photo of accused from Facebook/Instagram photos if available 

2.1.10 “About this account” information on Instagram of accused if available 
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2.1.11 Any other digital/physical evidence available with the victim related to the crime 

 

2.2 Whatsapp:  

2.2.1 Victim’s name, phone number and address 

2.2.2 Victim’s phone number used with Whatsapp 

2.2.3 Screenshot of the post/image created by accused to which the victim took 

offense 

2.2.4 List of any Whatsapp groups common to both victim and accused 

2.2.5 List of phone numbers of other participants on the above Whatsapp groups 

2.2.6 Screenshot of any messenger (Facebook, Whatsapp, Instagram, etc) 

conversations with accused related to the crime 

2.2.7 Mobile phone of the accused used to operate the account 

2.2.8 Accused’s phone number used with Whatsapp 

2.2.9 Any other digital/physical evidence available with the victim related to the crime 

 

2.3 Bank Account:  

2.3.1 Normal transactions:  

a. Victim’s name, phone number and address 

b. Bank account number, bank name, bank branch, IFSC code of victim 

c. Bank account transaction details of victim indicating the transaction in question 

d. Bank account number, bank name, bank branch, IFSC code of accused, if available 

 

2.3.2 UPI transactions:  

a. Victim’s name, phone number and address 

b. Bank account number, bank name, bank branch, IFSC code of victim 

c. Bank account transaction details of victim indicating the transaction in question 

d. Bank account transaction summary details of the transaction indicating the 12-

digit RRN number (Retrieval Reference Number is a 12 digit number generated to 

record the transaction and to identify a transaction uniquely.)  

e. UPI ID/phone number of the accused where the money was transferred 

 

3. INVESTIGATION OF CYBER CRIMES: 

  

3.1 Facebook/Instagram related Cyber Crimes:  

 

 In many cases where Cyber Crime is committed through a Facebook/Instagram account, 

the only available option is to contact Facebook/Instagram to provide details about the account. 
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This is due to the fact that the account of the accused may sometimes be a fake account created 

for the purpose. Also, because of the strict privacy laws enforced and privacy settings available 

on these platforms, it is often not possible to gather any additional public information other 

than the account name of the accused.  

 In some cases, it may be possible to view the friends list of the accused if the account is 

public, through which we may attempt to trace and uncover the identity of the accused. 

However, this will be a tedious process, and may not necessarily prove fruitful in apprehending 

the accused. 

 Facebook/Instagram can provide email address and/or phone number linked with the 

account, IP address and location from where the account has been accessed, although requests 

for such information will need to be made from an Official Police email with related case 

number, and may still yet take a while to be completed. Also, retrieval of these details does not 

necessarily provide the identity of the accused, as additional requests may need to be made to 

other channels (Phone companies, ISPs, Email provider, etc) to identify the owner. 

 

Taking these facts into consideration, below are the steps to initiate investigation into 

Facebook/Instagram related Cyber Crimes: 

 

3.1.1 Gather available public information about the account to identify the accused 

3.1.2 Gather the list of friends from the account of the accused and attempt contact 

with them to assist in identifying the accused 

3.1.3 Based on the available public pictures of the accused, attempt to confirm any 

identifiable details of the accused. For example, the location where the picture was 

taken may provide clues as to the residence of the accused, office location, any 

known persons seen in the pictures which can be contacted for identification of the 

accused, etc. 

3.1.4 Using the accused User ID (Facebook/Instagram), send a request to 

Facebook/Instagram for requisition of the email address/phone number/IP address 

used to operate the account. Forwarding letter is attached as Annexure II. Procedure 

to be followed is attached as Annexure III. 

3.1.5 Based on information received in previous step, send a requisition to Email 

provider, Phone Company and/or ISPs to provide details of their owner. 

3.1.6 Analysis of the information thus received from previous step may result in 

identification of the accused and further necessary legal actions will follow. 

3.1.7 List of E-mail addresses of nodal officers of various telecom service providers 

and forwarding letters attached in Annexure IV and Annexure V respectively. 
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It may be mentioned here that all District SsP are designated Nodal Officers of their 

respective units for sending requisition to the concerned telecom service providers for Call 

Detail Record (CDR) (See Annexure IX) and may be sent through official email ID of the 

concerned District SP. Hence, technical assistance need not be requested from Cyber Crime 

Police Station, Mizoram for the same. 

 

3.2 Whatsapp related Cyber Crimes:  

 

 Gathering information from Whatsapp accounts is simpler because Whatsapp requires 

its users to register with a valid phone number. However, it should be noted that since 

Whatsapp uses end-to-end encryption to protect the conversation between users, it is not 

possible to request for such details to Whatsapp company, as they do not have the data on their 

servers. 

 

3.2.1 In cases where the victim and accused have private conversations, the phone 

number of the accused can be easily identified. In such cases, investigation may be 

undertaken as follows:  

a. Attempt to make contact with the accused using the phone number 

b. If contact is unsuccessful, make a requisition for CDR (Call Data Record) of the 

phone number from the phone service provider (utilize Annexure IV & V). 

c. Based on the acquired CDR, identify at least 5 most frequently contacted 

numbers based on the number and duration of calls and make contact with them 

to attempt to identify the accused. 

d. Based on the CDR, it is also possible to identify the tower location of the last 

received signal from the accused mobile number, which would provide clues 

regarding his/her location. 

 

Note: It may be reiterated here that all district SsP are designated Nodal Officers of their 

respective units for sending requisition to telecom service providers for CDR (see Annexure IX) 

and may be sent through official email ID of the concerned District SP. Email IDs of nodal 

officers of various telecom service providers attached as Annexure IV. Hence, requisition for 

technical assistance from Cyber Crime Police Station, Mizoram need not be sent for the same. 

 

3.2.2 In other cases where offensive content or any kind of false information 

warranting legal action (images, videos, text) has spread to different Whatsapp 

groups, it is necessary to identify the initial source of the content. Based on the 

evidence provided by the victim, investigation may proceed as follows:  
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a. Identify the number in the Whatsapp group from where the content was 

posted/forwarded which is reported by the victim 

b. Attempt to make contact with the number to identify the Whatsapp group from 

where the user received the content 

c. If the attempt to contact is unsuccessful, attempt to make contact with other 

users in the group to identify the owner of number who made the post. 

d. Continue the process till the number who made the original post has been 

identified. 

e. If the source of the content is confirmed to be from other social media (Facebook. 

Instagram, etc) accounts, proceed with the steps of investigation as per para 3.1. 

 

3.3 Cyber Crime involving Bank account/UPI(financial frauds, online shopping scams, etc):  

 

Due to digitalization of most banks, Cyber Crimes involving bank accounts can be easily 

traced to the owner of the bank account, provided the bank account number of the accused is 

obtained. In most cases, the victim and the accused communicate either in person or indirectly 

through various means of communication (mobile phones, social media such as Whatsapp, 

Facebook Messenger, Instagram). 

 

The first and foremost step of investigation would be to freeze the account used for such 

financial fraud provided the bank account of the accused is available with the victim. However, 

there has been many cases recently where the fund transfer does not involve a bank account 

number as UPI enabled applications were used. Hence, the investigation procedure will depend 

heavily on the availability of the accused’s bank account number. 

 

3.3.1 If the bank account number of the accused is made available by the victim:  

3.3.1.1 First step is to freeze the account of the accused by sending a request to 

the concerned bank using the form in Annexure VI. 

3.3.1.2 If the identity and/or address of the accused is also known by the victim, 

then necessary legal action can be taken immediately to bring the accused 

into police custody. 

3.3.1.3 If the identity/address of the accused is not known by the victim, send a 

request to the concerned bank to retrieve the particulars of the account 

holder as well as freezing the bank account of the accused. The information 

provided by the bank account may lead to detection and arrest of the 

accused.  
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3.3.1.4 If the address provided by the bank is incorrect/redundant, but the 

mobile number of the accused is known, then the identity and location of the 

accused may be detected by following investigation steps mentioned in 

section 3.2.1. 

3.3.1.5 If the address provided by the bank is incorrect/redundant and mobile 

number of the accused is unknown, but the victim has been communicating 

with the accused through social media such as Facebook messenger, 

Instagram or Whatsapp, depending on the mode of communication, 

investigation steps mentioned in section 3.1 or 3.2 may be followed for 

identification of the accused. 

3.3.1.6 If accused has been identified, but resides outside the state, then 

concerned Police Station may be requested for necessary legal action. 

 

However, in cases where the bank account of the accused is not available, it is highly 

likely that the fund transfer was conducted using UPI transactions (GPay, Paytm, PhonePe, etc). 

In such cases, more details are required from the bank to identify the bank account of the 

accused, since UPI transactions do not rely on bank account numbers for fund transfer.  

 

3.3.2 If the bank account number of the accused is unknown, ie, if UPI transactions 

were used for fund transfer:  

3.3.2.1 If the accused is known by the victim including the address of residency, 

then necessary legal action can be taken immediately to bring the accused 

into police custody. 

3.3.2.2 If the mobile number of the accused is known, then the identity and 

location of the accused may be detected by following investigation steps 

mentioned in section 3.2.1. 

3.3.2.3 If the victim has been communicating with the accused through social 

media such as Facebook messenger, Instagram or Whatsapp, depending on 

the mode of communication, investigation steps mentioned in section 3.1 or 

3.2 may be followed for identification of the accused. 

3.3.2.4 If attempts to contact and/or identify the accused based on above steps 

are unsuccessful, then the only option is to make a request to NPCI (National 

Payments Corporation of India) to provide the bank account details of the 

beneficiary in the UPI transaction by following the below steps:  

a. Acquire the bank account number, bank name and branch, IFSC code, 

transaction summary of the transacted amount indicating the RRN 
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number of the transaction in question. Utilize form attached in 

Annexure VII to obtain RRN number from bank if required. 

b. Acquire the UPI ID/Phone number of the accused where the amount 

was transferred including the date and time of the transaction 

c. Send a requisition for the bank account number and other details of the 

accused, using an official Government email to the Nodal Officer, NPCI 

(National Payments Corporation of India), and include details of the 

transaction obtained in previous step.  

d. Once the bank account information has been provided by NPCI, 

investigation may proceed as per steps mentioned in section 3.3.1. 

 

3.3.3 Retrieval of transferred funds in cases of financial frauds where the victim has 

transferred funds knowingly and willingly through mobile applications using UPI 

services (Gpay, Paytm, PhonePe, BHIM, etc) to an accused’s bank account located 

outside Mizoram is a complex task due to involvement of Police departments outside 

the state, hence complainees should be educated accordingly regarding the same 

 

3.3.4 In cases where the victim of a financial fraud is from outside Mizoram who has 

transferred funds knowingly and willingly through mobile applications using UPI 

Services (Gpay, Paytm, PhonePe, BHIM, etc) or through normal banking transaction 

to a certain bank account located in Mizoram and in the name of a resident of 

Mizoram, the victim may be informed to first lodge an FIR at the concerned Police 

Station of his/her residency, if not done already and technical assistance from 

Mizoram Cyber Crime Police Station may be requested there from.    

 

4. SEIZURE OF DIGITAL EVIDENCE 

 

4.1 Mobile phones and Tablet :  

4.1.1 While seizing mobile phones or tablet, the seizing officer should also seize the 

charger.  

4.1.2 He should also seize any unlock password/pattern/PIN of the seized article.  

4.1.3 In case of android phone/tablet, email ID and password of the suspect should 

also be seized.  

4.1.4 In case of apple product Apple ID and password should be seized.  

4.1.5 The seized article should be put in Airplane Mode or should be switched off. 
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4.2 Laptop and Computers:  

4.2.1 While seizing laptop the seizing officer should also seize the charger along with 

the password for accessing the laptop.  

4.2.2 While seizing a desktop computer, seizing the hard disk only is sufficient if the 

suspected computer is in an OFF mode.  

4.2.3 If the desktop computer is online, the below mentioned procedure should be 

followed: 

a. Isolate the accused from the computer system. 

b. Take picture of the screen being displayed 

c. Note down the date and time of the computer. 

d. Note down the current date and time of seizing. 

e. Do shutdown the computer. 

f. Remove the power cable from the back of the CPU 

g. Remove the hard disk from the CPU and pack it properly. 

 

4.3 Hash Value 

While seizing phones, tablets, laptop, computers, pen drive, memory cards or any other 

electronic devices, hash value of hard drives/folders/files, etc where suspected documents are 

stored should be duly generated and reflected in Seizure Memo to ensure data integrity. When 

such electronic devices are produced for analysis and examination at Forensic Science 

Laboratory (both Police Forensic Lab and State FSL), hash value should always be reflected in 

the forwarding letter along with the software and algorithm used to generate such hash value. 



 

ANNEXURE – I A 
Facebook/Instagram Account ID (BROWSER) 

 

 

 
 
 
 
 



 

ANNEXURE – I B 
Facebook/Instagram Account ID (Instagram  APP) 

 
 
 

 
 

   
 
 
 
 
 
 
 
 
 
 
 
 
 



 

ANNEXURE – I C 
Facebook/Instagram Account ID (Facebook APP) 

 
 

 
 



 

ANNEXURE - II 
 

CYBER CRIME POLICE STATION 
CID (CRIME) 

MIZORAM : AIZAWL 
 

Dated Aizawl, the             
 

 
To 
 
  Facebook, Inc.,  

1601 Willow Road,  
Menlo Park,  
CA 94025 

 
Subject : Request to produce documents/electronic records u/s 91 Cr. PC. 
 
Ref : Case Reference 
 
Sir, 
 
  This is to inform you that (details of the case metioning the offence/s 
committed). Hence the above case has been registered.  The User ID of the perpetrator is as 
mentioned below. 
 

1) (Facebook or Instagram User ID) 
 

 
  In this connection, you are hereby requested to produce or cause to produce 
documents/electronic records available as mentioned below in Annexure --- in respect of the 
above Facebook/Instagram user ID for the interest of the case. 
 
 

Regards, 
 
 
 
 

(Name and Designation of applying 
authority) 

 
 
 
 
 

 
 
 
 
 
 

 
 



 

ANNEXURE ---- 
 

TYPE OF DATA REQUIRED 
 
 

1. BASIC SUBSCRIBER INFORMATION 

2. PHONE NUMBER –if available. 

3. EXPANDED SUBSCRIBER CONTENT 

4. USER PHOTOS 

5. IP LOGS 

6. GROUP INFORMATIONS 

7. PRIVATE MESSAGE 

 
 
 
 
 

(Name and Designation of applying 
authority) 

  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

ANNEXURE - III 
 

Making a User information request to Facebook/Instagram 
 

1. Go to the Facebook Portal: https://www.facebook.com/records/login/ 
2. Check the “I am an authorized law enforcement agent or government employee…” box 

and click on “Request Access” 
 

 
3. You will be required to enter the Cyber Crime Police Station official email ID, then click 

on “Submit”: 
 

 
 

4. Upon submission, you will receive the below confirmation.  
 

 
 



 

5. Check the Inbox of the email address provided in step 3. You would have received an 
email from records@records.facebook.com providing a link as below: 
 

 
6. Clicking on the link will open a website where you can make the request for customer 

records from Facebook. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

7. Click on the “Make a records request” option and you will be provided with a form 
alongwith option to upload necessary evidence and files. You will need to select 
Instagram/facebook based on the requirements of the case: 
 

 
 

8. After making the Record request submission, Facebook will process the request and will 
reply on the email address provided in step 3. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

ANNEXURE - IV 
 
 
Nodal Officers email addresses for requisition of CDR/SDR/IPDR: 
 
1. Nodal Officer 

Bharti Airtel Ltd, Bharti House 
SK Mile, Khanapara, Guwahati – 781022 
Assam. 
Email: nesacircle.nodalofficer@airtel.com 

 
2. Nodal Officer 

Vodafone Idea Ltd. 
Guwahati, Assam. 
Email: nodaldd.northeast@vodafoneidea.com 

 
3. Nodal Officer (NE) 

Bharat Sanchar Nigam Limited (BSNL) 
Email: ne1shillong_li@bsnl.co.in 

 

4. Nodal (NESA) 
Reliance Jio Infocomm Limited 
Bijay Crescent Building, GS Road, Rukminigaon 
Guwahati, Assam 
Email: nodal.nesa@reliancejio.com 



 

ANNEXURE – V 

 

(Request under section 92 of the CrPC 1973) 

 
 
To, 
 
The Nodal Officer 
(full address of the concerned telecom service provider) 

 

Please provide the Call Detail Records (CDR) of the following numbers:- 

 

S.No 
Phone/Mobile/IMEI 

No/Tower Dump 
Period 

FIR/Case No/Reference 
From To 

1     

 

 

(1) The subscriber identity has been ascertained and it is ensured that the person in 
question is not someone whose call details are of a sensitive nature. 

(2) The number is not subscribed in the name of a sitting MP/MLA/MLC & Governor. 

     

 

 

 

(Name and designation 
of applying authority) 

 
Phone No: **********. 

Place: 

Date: 

 
 
 
 

 
 
 
 
 
 
 
 
 



 

ANNEXURE - VI 
Confidential 

 (Here, address of the concerned PS) 
 
 

Dated Aizawl, the ….., …….,  
 
To, 

 
The Branch Manager, 

  __________________ Branch, 
  (Full address of the Bank branch) 
 
 
Subject: Freezing of account / furnish of information 
 
 
Sir, 
 

In connection with ………(PS Case no. or Confidential Enquiry no.) 
conducted by ……….(Applying Authority) against …………(Accused person or Defaulting 
Entity),it is learnt that the below noted bank account(s)of your branch has(ve) 
involvement in this case. (Here, gist of FIR/complaint may be stated) 
 
Details of bank account: 
Account no. : 
Account holder : 
 

It is, therefore, requested to –  
1. Freeze debit transaction facility/all transaction facilities of the account until 

further instruction is given from this end. 
2. Furnish account statement w.e.f  ……… till date showing account balance as on 

today.  
3. Furnish photo copies of KYC documents. 

(Here, IO may request for any other information as required for 
investigation of the case)  

 
Your action taken report may be furnished to the undersigned for further 

immediate action.  
 
 

Yours faithfully, 
 
 
 

Signature of 
Applying Authority with seal 

 
 
 
 



 

ANNEXURE– VII 
 

(Address of the concerned Police Station) 
 

To, 
 

Branch/Regional Manager 
(Full address of the concerned Bank branch) 

 
Subj: Request for UPI Transaction summary 
 
Ref: Case No/Enquiry No 
 
Sir, 
 

Please provide UPI transaction summary including the RRN number for the 

below transaction for which funds were deducted from the this bank account 

mentioned:  

 

Sender Bank Details:  

 

Name     

Phone number     

Account No      

IFSC Code    

Transaction Amount   

Transaction Date   

 

 
Place  :       Regards, 
Date  :    
 
 

(Name and designation of the 
applying authority) 

 

 

 

 

 

 



 

ANNEXURE– VIII 
 

(Address of the concerned Police Station) 
 

To, 
 

The Manager,  
National Payments Corporation of India, 
1001A, B wing, 10th Floor, 
The Capital, Bandra-Kurla Complex, 
Bandra (East), Mumbai - 400 051 

 
Subj: Request for beneficiary bank details 
 
Ref: Case No/Enquiry No 
 
Sir, 
 

Please provide the beneficiary bank details of the below mentioned transaction 

for which funds were deducted using UPI payment. This information is required for 

investigation in an ongoing case.  

 

Sender Bank Details:  

 

Name     

Phone number     

Account No      

IFSC Code    

Transaction Amount   

Transaction Date   

 RRN Number   

 

 
Place  :       Regards, 
Date  :    
 
 

(Name and designation of the 
applying authority) 

 

 

 



 

ANNEXURE - IX 

 


